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Email Encryption Guide

Purpose

The purpose of this document is to detail how to encrypt your disks when sending them to iMail for

ingestion or extraction.

Software

iMail uses encryption software called VeraCrypt. You can download the software from the

follow link https://www.veracrypt.fr/en/Downloads.html

Encrypting your disk
Windows

Below are the step-by-step instructions on how to create, mount, and use a VeraCrypt volume:

STEP 1:

e Download and install VeraCrypt. Then launch VeraCrypt by double-clicking the file

VeraCrypt.exe or by clicking the VeraCrypt shortcut in your Windows Start menu.

STEP 2:

M VeraCrypt - X
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® The main VeraCrypt window should appear. Click Create Volume (marked with a red rectangle

for clarity).

STEP 3:

M VeraCrypt Volume Creation Wizard = X

VeraCrypt Volume Creation Wizard

(® Create an encrypted file container

Creates a virtual encrypted disk within a file. Recommended for inexperienced
users.

More information

() Encrypt a non-system partition/drive

Encrypts a non-system partition on any internal or external drive (e.g. a flash
drive), Optionally, creates a hidden volume.

(O Encrypt the system partition or entire system drive

Encrypts the partition/drive where Windows is installed. Anyone who wants to
gain access and use the system, read and write files, etc., will need to enter
the correct password each time before Windows boots. Optionally, creates a
hidden system.

More information about system encryption

s

The VeraCrypt Volume Creation Wizard window should appear. Choose where you wish the VeraCrypt
volume to be created. A VeraCrypt volume can reside in a file, which is also called container, in a

partition or drive. We will choose the first option and create a VeraCrypt volume within a file.

As the option is selected by default, you can just click Next.
Note: In the following steps, the screenshots will show only the right-hand part of the Wizard window.

STEP 4:

Volume Type

(® Standard VeraCrypt volume

Select this option if you want to create a normal VeraCrypt volume.

() Hidden VeraCrypt volume

It may happen that you are forced by somebody to reveal the password to an
encrypted volume. There are many situations where you cannot refuse to
reveal the password (for example, due to extortion). Using a so-called hidden
volume allows you to solve such situations without revealing the password to
your volume.

More information about hidden volumes

Hep | | <k | Cance
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® |n this step you need to choose whether to create a standard or hidden VeraCrypt volume.

® We will choose the former option and create a standard VeraCrypt volume. As the option is

selected by default, you can just click Next.

STEP 5:

Volume Location

| v Select File...

Never save history

A VeraCrypt volume can reside in a file (called VeraCrypt container), which can reside
on a hard disk, on a USB flash drive, etc. A VeraCrypt container is just like any
normal file (it can be, for example, moved or deleted as any normal file). Click 'Select
File' to choose a filename for the container and to select the location where you wish
the container to be created.

WARNING: If you select an existing file, VeraCrypt will NOT encrypt it; the file will be
deleted and replaced with the newly created VeraCrypt container. You will be able to
encrypt existing files (later on) by moving them to the VeraCrypt container that you
are about to create now.

Help < Back Next > Cancel

® In this step you have to specify where you wish the VeraCrypt volume (file container) to be

created.

Please Note: Aa VeraCrypt container is just like any normal file. It can be, for example, moved

or deleted as any normal file. It also needs a filename, which you will choose in the next step.

® (lick Select File. The standard Windows file selector should appear (while the window of the

VeraCrypt Volume Creation Wizard remains open in the background).

STEP 6:

We will create our VeraCrypt volume in the folder F:\Data\ and the filename of the volume (container)
will be MyVolume.hc (as can be seen in the screenshot above). You may, of course, choose any other

filename and location you like (for example, on a USB memory stick).
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e Note that the file MyVolume.hc does not exist yet — VeraCrypt will create it.

M Specify Path and File Name

<« v N « Local Disk (C:) » Data

Search Data

Organize v New folder
J 3D Objects "

Desktop

|=| Documents

4 Downloads

D Music

&=/ Pictures

B Videos

‘aes Local Disk (C:)

l? CD Drive (D:) Vir

Name

£ Network

v £

Date modified Type

No items match your search.

File name:|| MyVolume.hq|

Save as type: | All Files (*.%)

~ Hide Folders

Cancel

Please Note: VeraCrypt will not encrypt any existing files (when creating a VeraCrypt file container). If
you select an existing file in this step, it will be overwritten and replaced by the newly created volume
(so the overwritten file will be lost, not encrypted).

You will be able to encrypt existing files (later on) by moving them to the VeraCrypt volume that we

are creating now.

e Select the desired path (where you wish the container to be created) in the file selector.

e Type the desired container file name in the Filename box.

e C(Click Save.

e The file selector window should disappear.

e Inthe following steps, we will return to the VeraCrypt Volume Creation Wizard.
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STEP 7:
M VeraCrypt Volume Creation Wizard = X
Volume Location
[ C:\Data\MyVolume.hc v | I Select File... l
Never save history

A VeraCrypt volume can reside in a file (called VeraCrypt container), which can reside
on a hard disk, on a USB flash drive, etc. A VeraCrypt container is just like any
normal file (it can be, for example, moved or deleted as any normal file). Click 'Select
File' to choose a filename for the container and to select the location where you wish
the container to be created.

WARNING: If you select an existing file, VeraCrypt will NOT encrypt it; the file will be
deleted and replaced with the newly created VeraCrypt container. You will be able to
encrypt existing files (later on) by moving them to the VeraCrypt container that you
are about to create now.

e |nthe Volume Creation Wizard window, click Next.

STEP 8:
Encryption Options

Encryption Algorithm
= vl [ e
FIPS-approved cipher (Rijndael, published in 1998) that may be used by U.S.
government departments and agendies to protect dassified information up to the
Top Secret level. 256-bit key, 128-bit block, 14 rounds (AES-256). Mode of
operation is XTS.
More information on AES 17 Benchmark ‘
Hash Algorithm
|SHA-512 v Information on hash algorithms
| teb | <Bak | | Concel |

® Here you can choose an encryption algorithm and a hash algorithm for the volume. Please use

the default settings and click Next.
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STEP 9:

Volume Size

250| Ok @me Qe OB

Free space on drive C:\ is 5.25 GiB

Please specify the size of the container you want to create.

If you create a dynamic (sparse-file) container, this parameter will specify its
maximum possible size.

Note that the minimum possible size of a FAT volume is 292 KiB. The minimum possible
size of an exFAT volume is 424 KiB. The minimum possible size of an NTFS volume is
3792 KiB. The minimum possible size of an ReFS volume is 642 MiB.

Help <Back [ next> | Cancel

® Here we specify that we wish the size of our VeraCrypt container to be 250MB. You may, of
course, specify a different size. After you type the desired size in the input field (marked with

a red rectangle), click Next.

STEP 10:

Volume Password

Password: | L T Y YT YY)

(__:_Onﬁrm: ’—....'.....'.....................

D Use keyfiles
[[]pisplay password
[JusepPmm

Keyfiles...

Itis very important that you choose a good password. You should avoid choosing
one that contains only a single word that can be found in a dictionary (or a
combination of 2, 3, or 4 such words). It should not contain any names or dates of
birth. It should not be easy to guess. A good password is a random combination of
upper and lower case letters, numbers, and spedial characters, suchas @ ~ =§* +
etc. We recommend choosing a password consisting of 20 or more characters (the
longer, the better). The maximum possible length is 128 characters.

e NB: Here you have to choose a good volume password. Read carefully the information

displayed in the Wizard window about what is considered a good password.
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e After you choose a good password, type it in the first input field. Then re-type it in the input

field below the first one and click Next.

Please Note: The button Next will be disabled until passwords in both input fields are the same.

STEP 11:
Volume Format
Options
p. [] Quick Format
Filesystem FAT Cluster | Default :
[]pynamic
RandomPool: **//....+%%+, , /.4 =/+.+,—++.,—, .. [
HeaderKey: AAKKNKANRKRNNANNNNRNNNRNRNNAANEANNRNNNNR AN
MasterKey: L N I I I I I I I N A O )
Abort
Done Speed Left

IMPORTANT: Move your mouse as randomly as possible within this window. The
longer you move it, the better. This significantly increases the cryptographic strength
of the encryption keys. Then dlick Format to create the volume,

Randomness Collected From Mouse Movements

Help < Back Cancel

e Move your mouse as randomly as possible within the Volume Creation Wizard window at least
until the randomness indicator becomes green. The longer you move the mouse, the better
(moving the mouse for at least 30 seconds is recommended). This significantly increases the
cryptographic strength of the encryption keys (which increases security).

e Select the Quick Format option.

e Click Format.

e Volume creation should begin. VeraCrypt will now create a file called MyVolume.hc in the
folder F:\Data\ (as we specified in Step 6).

e This file will be a VeraCrypt container (it will contain the encrypted VeraCrypt volume).
Depending on the size of the volume, the volume creation may take a long time.

e Once it finishes, the following dialog box will appear:
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VeraCrypt Volume Creation Wizard X

“ The VeraCrypt volume has been successfully created.

e C(Click OK to close the dialog box.

STEP 12:

Volume Created

The VeraCrypt volume has been created and is ready for use. If you wish to create
another VeraCrypt volume, dick Next. Otherwise, dick Exit.

Help < Back Next > Exit

® We have just successfully created a VeraCrypt volume (file container). In the VeraCrypt

Volume Creation Wizard window, click Exit. The Wizard window should disappear.
In the remaining steps, we will mount the volume we just created. We will return to the main

VeraCrypt window (which should still be open, but if it is not, repeat Step 1 to launch

VeraCrypt and then continue from Step 13.)
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STEP 13:

v VeraCrypt = X

Volumes System Favorites Tools Settings Help Homepage
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Vercri Never save history Volume Tools... | Select Device...

1 1 -
‘ Mount | ‘ Auto-Mount Devices ‘ ‘ Dismount Al ‘ Exit ‘
L AL St L

® Select a drive letter from the list (marked with a red rectangle). This will be the drive letter

to which the VeraCrypt container will be mounted.

Please Note: We chose the drive letter M, but you may of course choose any other available

drive letter.

STEP 14:

v VeraCrypt =2 X

Volumes System Favorites Tools Settings Help Homepage
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® (lick Select File.

® The standard file selector window should appear.

STEP 15:

M Select a VeraCrypt Volume

<« v M « Local Disk (C:) » Data

Search Data

Organize » New folder

A
g This PC Name

Date modified Type

Size

B 3D Objects ~4 MyVolume.hc

7/27/2020 7:05 PM VeraCrypt Volume

I Desktop

‘é] Documents

¥ Downloads

J) Music

&= Pictures

B videos

‘aes Local Disk (C:)
CD Drive (D:) Vir

5

£ Network

v £

File name: | MyVolume.hc

o | All Files (*.)

Cancel

® In the file selector, browse to the container file (which we created in Steps 6-12) and select

it.

® (Click Open (in the file selector window).

® The file selector window should disappear.

® In the following steps, we will return to the main VeraCrypt window.




STEP 16:

M VeraCrypt - X

Volumes System Favorites Tools Settings Help Homepage

Drive  Volume Size Encryption Algorithm Type A

==iR:

Create Volume | Volume Properties... Wipe Cache

Volume

\L | C:\Data\MyVolume.hc v l I Select File... I

Yomgan Never save history Volume Todls... Select Device...

Mount

ll | Auto-Mount Devices ’ ‘ Dismount All ‘ ‘ Exit ‘
| & 1] | -

® Inthe main VeraCrypt window, click Mount. Password prompt dialog window should appear.

STEP 17:

Enter password for C:\Data\MyVolume.hc

Password: [ III OK l
PKCS-5PRF: | Autodetection v | [ TrueCrypt Mode ‘ Cancel
[Juse PmM
[]cache passwords and keyfiles in memory
[Jpisplay password
[Juse keyfiles Keyfiles... Mount Options. ..

e Type the password (which you specified in Step 10) in the password input field (marked with

a red rectangle).
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STEP 18:

Enter password for C:\Data\MyVolume.hc

Password: | OB RRRRRRRRRRRNMYS I[I OK Il
PKCS-5 PRF: | HMAC-SHA-512 v | [] TrueCrypt Mode Cancel
[Juse PiM
[Jcache passwords and keyfiles in memory
[ pisplay password
[Juse keyfiles Keyfiles... Mount Options...

e Select the PRF algorithm that was used during the creation of the volume (SHA-512 is the

default PRF used by VeraCrypt). If you don’t remember which PRF was used, just leave it set

to “autodetection” but the mounting process will take more time. Click OK after entering the

password.

e VeraCrypt will now attempt to mount the volume. If the password is incorrect (for example, if

you typed it incorrectly), VeraCrypt will notify you and you will need to repeat the previous

step (type the password again and click OK). If the password is correct, the volume will be

mounted.
FINAL STEP:
v VeraCrypt . X
Volumes System Favorites Tools Settings Help Homepage

Drive  Volume
) [:
) J:
i K2
s L2

i N
wO:
) P2
= Q:
iR :
) S

='M: C:\Data\MyVolume.hc

Size Encryption Algorithm Type

299 MiB AES Normal

~

Create Volume

Volume

Volume Properties... Wipe Cache

. l C:\Data\MyVolume.hc

¥ Select File...

VeraCrypt

Never save history

Volume Tools... Select Device...

Dismount All Exit

e We have just successfully mounted the container as a virtual disk M:
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e The virtual disk is entirely encrypted (including file names, allocation tables, free space, etc.)
and behaves like a real disk. You can save (or copy, move, etc.) files to this virtual disk and
they will be encrypted on the fly as they are being written.

Please Note: When you open a file stored on a VeraCrypt volume (or when you write/copy a file
to/from the VeraCrypt volume) you will not be asked to enter the password again. You need to
enter the correct password only when mounting the volume.

e You can open the mounted volume, for example, by selecting it on the list as shown in the
screenshot above (blue selection) and then double-clicking on the selected item.

® You can also browse to the mounted volume the way you normally browse to any other
types of volumes. For example, by opening the ‘Computer’ (or ‘My Computer’) list and
double clicking the corresponding drive letter (in this case, it is the letter M).

Linux

Below are the step-by-step instructions on how to create, mount, and use a VeraCrypt volume for

Linux.

STEP 1:

Format:

Veracrypt --text --create --size=size[K| M| GT] --quick --volume-type=normal /dev/sd[xx] --
encryption=aes --hash=sha-512 --filesystem=ext4 --password=[password] --pim=0 --keyfiles=
random-source=/dev/urandom

STEP 2:
Mount:

veracrypt --text --pim=0 --protect-hidden=no --filesystem=ext4 --volume-type=normal --
password=[password] --filesystem=ext4 --keyfiles="" /dev/sd[xx] /mnt/temp

e If you receive a complaint saying “kernel version not supported” you can add
m=nokernelcrypto to the above mount command.
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